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Extended Abstract 

Current solutions for the authentication of users in roaming situations, where users move between 
the networks managed by different authorities, are most often based on RADIUS [4]. One example 
of such a roaming domain is the EduRoam [3] initiative, which establishes a European RADIUS 
authentication hierarchy. The trust establishment between the RADIUS entities in these domains is 
accomplished using a static shared secret for each peer, where authentication requests are passed 
on from one entity to the other until the request reaches the authenticating server. This mechanism 
has a number of disadvantages, namely (1) the traffic generated for authentication must travel 
through a chain of RADIUS proxies, while the authentication itself is only of interest to the 
RADIUS entities at the edges of the chain (the one that needs to authenticate a user and the one 
that checks the user credentials), (2) intermediate proxies may inspect the RADIUS payload which 
places extra requirements on the type of authentication, i.e. in practice only EAP-TLS or tunneled 
EAP types are used, (3) having a fixed chain of proxies is quite error-prone, as failure of one of the 
servers in the chain can easily result in denial of service to roaming users, (4) a shared secret must 
be agreed upon and exchanged out-of-band for secure communication between RADIUS peers, 
and (5) it is not easy for participating entities in a roaming agreement to obtain an overview of all 
other partners in the agreement. 
In this paper we propose a solution that is compatible with existing RADIUS deployments, while 
able to setup peer-to-peer trust relationships between RADIUS proxies in a dynamic fashion. This 
means that we need to define a mechanism through which RADIUS shared secrets can be 
established dynamically after both entities are confident that they share a common policy, 
implemented through a roaming agreement. Hence, the solution consists of two components: 
1. a mechanism that is used to derive whether two parties are part of the same roaming 

infrastructure, and to discover the proper authentication server of each other 
2. a mechanism to establish a shared secret for secure RADIUS interactions between these 

authentication servers.  
For the first problem we use DNSsec [1], and adding a simple key-establishment protocol 
alongside the RADIUS protocol solves the second problem. 
 
The authentication process for this scenario is depicted in figure 1. The following actions take 
place: 
1. A RADIUS client, such as an 802.11 WLAN access points, needs to authenticate a user and 

sends the user credentials, including the user realm/domain, to the local RADIUS server. 
2. (and 3, 4, 5) The RADIUS server in the visiting domain notices that this user is not part of the 

own domain and decides to setup a direct connection to the RADIUS server that is capable of 
executing the authentication. It looks up, through Secure DNS, the IP address and certificate of 
the RADIUS server of the home domain as part of the roaming domain DNS tree. The roaming 
domain administrator manages this tree, effectively deciding which parties cooperate in a 



roaming agreement. Secure DNS makes sure that the answers are correct and trustworthy. 
Every RADIUS server has its own public and private key pair and has its public key published 
in the form of a certificate in the roaming domain DNS tree. These certificates can be self-
signed and do not need to be part of a Public Key Infrastructure (PKI). 

6. Using the IP address and the certificate of the home RADIUS server, the visiting RADIUS 
server establishes a TLS connection to the home RADIUS server to negotiate a shared secret. 
We call this the RADIUS Key Exchange (RKE) protocol. The server in the home domain 
executes similar checks as the proxy in the visiting domain, e.g. checks – through DNS – that 
the incoming request for key exchange is from a party that is part of the roaming domain (not 
depicted). 

7. (and 8) The shared secret now is used to setup a normal RADIUS connection between the peers 
in order to perform a straightforward user authentication over RADIUS. 
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Fig. 1. : RADIUS-DNSSEC distributed authentication for a user accessing resources in a visiting domain. 
The numbers indicate the steps taken to authenticate the user at his RADIUS server in his home domain. 

We believe that this solution stays close to configurations currently in wide use, thereby allowing 
for easy migration, while at the same time tackling a number of existing problems. The only 
requirement for deployment is that RADIUS servers that support dynamic trust-establishment also 
support this key-establishment protocol, and that a DNSsec enabled zone is used to administer the 
parties in the roaming agreement. This solution has been implemented as an extension to 
RADIATOR.  
 
Other protocols and mechanisms exist that can be applied to address the problems identified 
above. The Diameter protocol [2], as projected replacement for RADIUS, has explicit support for 
network roaming situations, but has so far not seen widespread deployment. Also, a solution based 
on RADIUS in combination with a Public Key Infrastructure, where PKI is replacing the DNSsec 
functionality, may be used. 
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