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ABSTRACT

Many approaches exist today that address the ighag¢sarise

when a mobile node changes its point(s) of attachne the

Internet. Mobile IP takes care of host mobilitythe IP layer;

others at the transport layer (Mobile SCTP) orhat application

layer (SIP with re-invite). In practice, most ofeie approaches
rely on functionality residing on the mobile hostat scans,

detects and activates the networks available thramg or more

network interfaces.

The mechanism proposed in this paper takes intoumtcthat
multiple of these approaches may be applied as#mee time. It
provides the applications on the mobile host witfoimation

about the state of the lower-layer mobility managetrprotocols
(such as Mobile IP) as well as the state and chexniatics of the
available network resources. Applications may coungeely

adapt their behavior depending on this mobility gess
information and thus accommodate to the changedvanket
connectivity conditions, possibly in an applicatispecific

manner. In this paper, we present the architeaticur mobility

management mechanism. We also describe the imptatisenof

our prototype and the results of experiments withrhechanism,
thereby addressing the complexities of an intedrajgplication-
aware mobility management system.
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1. INTRODUCTION

The advances in mobile device capabilities haver bemarkable
in recent years. Mobile phones, PDAs, and notebolao&ve
become more powerful, more versatile and betteblasand this
progress is likely to continue in the near futukethe same time,
the availability and applicability of new networkchnologies
such as the IEEE 802.11 Wireless LAN series, an@gt®bth, but
also new developments in 2.5G and 3G cellular n&two
standardization, make clear that we live and coetito live in a
world of heterogeneous network technologies. Theertret
Protocol is the binding factor between these néetwor
technologies: even the traditional applications tteongly rely
on circuit-switched networks characteristics, sashvoice calls,
are more and more used in an IP environment. F®ptper, we
will therefore consider an all-IP network situation

With the evolution of mobile technologies towardsorm
advanced devices and faster networks, the netwagplications
running in mobile environments will further evolvéom
applications known and implicitly targeted at fixearkstations
towards applications that can be regarded as “tmlgbile. True
mobile applications explicitly take into accounetfact that they
run on a mobile device that is connected to onemare
dynamically changing networks. They will not betpafra niche
domain but will be running on consumer-market desisuch as
advanced mobile phones.

Mobile applications must take into account thatythpically
operate in a highly dynamic network environmente Thobile
device may connect and disconnect dynamically tostip,
wireless networks. The wireless networks in genesglose a
more dynamic behavior in terms of variation of #alale
bandwidth and delay than their fixed counterparthpy
occasionally may not even be available at all fshart period of
time (when the device owner is driving through ani, for
example). These dynamic network characteristicsirdrerent to
the mobile environment and they impose a speciéit of
constraints on the connectivity handling functidyalin the
mobile terminal on both the network (IP) and apgtiicn level.

The mobile device may have various means to prosaealled
seamless mobility to the applications. It may impéait Mobile
IP  Mobile Node (MN) functionality to supply mobijit
management at the IP layer. Or it may provide a iMoBtream
Control Transmission Protocol (Mobile SCTP) implertagion
handling mobility management at the transport Iggee also the
next section). A well functioning real-world mobilsystem,
however, must make sure that whenever networks aappe
disappear, the mobility management functionalities triggered



to adjust to the new situation. We call this prece$ network
activation and deactivation, and the updates indtia¢e of the
mobility management components thebility process

This paper proposes a system-level
mechanism for mobile hosts
environment. The mechanism provides means to infonem
applications running on the mobile host about ttatesand the
events in the mobility process and about the statel
characteristics of the available network resourtéesooperates
and interacts with existing protocols and mechagjssuch as
Mobile IP or SCTP, which are specifically desigriedor can be
applied to accommodate node mobility within thestnet.

mobility managem

The remainder of this paper is organized as followsthe next
section, we will give a description of the backgrdumotivation
and our guiding principles. Section 3 focuses anatchitecture;
section 4 and 5 discuss the implementation of cechranism and
the experiments we have done for its initial vaiima Section 6
evaluates and discusses our results and sectiorovides an
overview of the work that relates to our approache final

section presents our conclusions and thoughts atnaufuture

work.

2. BACKGROUND AND MOTIVATION

This section describes the mobile device conteadt We consider
to be representative for devices in future all-lIRtwork
environments. We propose a classification of apfibims that
may run on the mobile terminal. Additionally, wesdiss a
number of principles that we used as guidelines fioe
construction of the mechanism architecture.

2.1 Mobiledevice context

Many kinds of wireless technologies currently deesist and it
is likely that their number will further increase the near future.
Mobile devices, also low-end models, will be eqeigpwith
multiple network interfaces that facilitate accesslifferent kinds
of wireless networks. This requires that, on thebimo host,
functionality is in place that manages the actomtof network
access through the network interfaces. For unimpéed P
services, it is important that this activation ch@ performed
without explicit interaction with the user.

Much effort has been spent on solving the issuasathise when a
node becomes mobile and changes its point of attashto the
Internet. This has led to the development of variprotocols and
protocol implementations that address these prabléo date,
the most notable of these solutions is Mobile 1B]HE]. This
protocol ensures that the mobile node does not teeetlange its
primary IP address that is used in connectivitgises. However,
it is not obvious that Mobile IP will be applied ail (mobile)
circumstances. It requires at least one extrayeintithe network
for keeping track of the mobile connectivity stathe Home
Agent (HA). Its deployments may be problematic, ifstance in
case of coexistence with firewalls and Virtual Btes Networks
(VPNs). Mobile IP will only be a viable solution wh it can be
applied in the majority of access networks thatuker normally
visits.

Other existing protocols and techniques can beiegppb address
attachment issues at the transport layer (Mobil@ FSCL8] or
TCP-Migrate [19]) or at the application layer (fmstance, the
Session Initiation Protocol (SIP) with re-invite3]2 Often, these
follow an end-to-end approach, which does not meq@xtra

in a heterogeneous mktwo

functionality in the network, except, when needfm, location
management.

SCTP supports the reliable transfer of data betvwswerendpoints
over a so-called association. Contrary to a TCPnection, an
SCTP association may use multiple IP addressepeq®sr (multi-

homing). The set of IP addresses per peer mayteeedlduring
the lifetime of the association (through Dynamic diéeks

Reconfiguration [20]), which can be used to sustaire

association while one or both peers roam betweeresac
networks.

We believe that, at this point in time, it is uredlevhether there
will be a single dominant protocol or technique fmobility
management. Additionally, one specific mobility ragement
technique may be more suitable than another famicekinds of
applications [12]. Or, different mobility managerheechniques
may better suit a single application in changinguwistances
[11]. Therefore, we want our mechanism to simultarsty
support multiple solutions.

When the mobile device connects to a network, itallg must
supply credentials for authentication and authdiéra In general
different and mostly non-cooperating parties adstéri these
networks. In many cases, this means that the usest supply
credentials before the network can be accessedhwhaturally,
may harm the objective of seamless connectivity. &gsume,
however, that an average user will not enter newvorks,
governed by unknown parties, very frequently, ahdlt tit is
acceptable to occasionally provide new credentials.

2.2 Application classification

From the perspective of mobility management, défertypes of
applications can run on the mobile device. We defiwo
characteristics that we use for our classificatbapplications: 1)
whether or not the application is aware of the niybprocess
and 2) whether or not the application itself is lohgawith the
management of its connections and session in trenteof
changing connected networks.

Table 1: application classification

Aware of
mobility process

Managing own
connection /

sessions
Type | application no no
Type Il application yes no
Type Il application yes yes

A type | application is not aware of any changeshat network
level. It assumes that, in normal circumstancespraection to
another node on the Internet is not disrupted. Thihe default
behavior of many applications that normally ruraimon-mobile
environment.

Applications of type Il are aware of the mobilityopess, but do
not want to maintain their connections themseld®y do not
want to implement their own strategy for the haratosf their
connections from one interface to another, butemttely on
system level functionality for this purpose. Thasdical example
is a video stream player that tells the video setweadapt its
bandwidth usage, depending on the characteristiteavailable
networks. The player depends on a mechanism subtobie IP



to ensure that the same UDP connection remaindlisstad
between server and client even while the clientdvaisched to a
different access network and thus has changed atat pof
attachment.

The type Ill application is aware of the mobilityopess and
managing its own connections. In the example abdvepuld
tear down the UDP connection over the old netward i@initiate
it over the newly available network. This applicati level
mobility management may be beneficial when no lovesel
mobility management functionality is available, when it is
relatively easy to reinitiate the connection in #eope of the
work that needs to be done anyway to adapt toékesituation.

The trade-off when developing a type Il or typedfiplication is
between implementation effort and optimized appiica
behavior during handovers. A type |l applicatiotie® on the
system mobility functions that typically are configd to meet
the common denominator between all application arsgr

requirements and thus cannot deal with any speafiglication
requirements. By controlling the network attachm&rategy and
handover timing themselves, different applicatimasm manage
their own connections taking into account their fediént

characteristics. Examples are a low bandwidth histéessaging
utility that preferably stays connected to a WANthE time as
opposed to a video streaming tool that prefers awark

connection with the highest bandwidth available reve this

induces frequent handovers with occasional pacisst |

2.3 Guiding principles

This subsection provides the set of most imponpaimiciples that
we used as a guideline when constructing the nipbili
management mechanism:

a) Applications on the mobile host can often ben&bm
information about the mobility process. They mayede
information about the estimated bandwidth for cuotlse
active access networks, upcoming changes in theofet
available access networks, etc, to provide the pessible
service to the user. This means that, from thepsetive of
some of the applications, we are moving away frBnag the
single provider of abstraction towards beneath-tyet
information. An additional abstraction of mostlykiand IP
layer information must be introduced that is capabf
expressing what is going on in the mobility processl
capable of describing the (dynamic) characteristitghe
available network resources.

b) Simultaneously support the cooperation with
incorporation of existing mobility management puuis
such as Mobile IP, Mobile SCTP, and SIP re-invétthe
network, transport and application layer. This [uleg
flexibility towards applications running on the nilebhost:
they can select the protocol that matches theireatimeeds
best. Additionally, it provides alternatives wheamegorotocol
cannot be used for a certain network configuration.

c) Control is at the end point — the mobile hostith a clear
division of responsibilities for the operating ®rst and the
mobile applications. The operating system makessibers
about the activation of access networks, routirtgrgss for
these networks, and the state and usage of belplicafion
layer mobility protocols. No entity in one of thetworks
influences these decisions (naturally, the userb@adenied

and

access to a network). The applications runninghemtobile
host do not influence the operating system decssgither:
they may run their own application layer mobility
management and may use the available network ressur
but they do not, for instance, take part in theec#n of
access networks. In general, it may be possibt®mstruct a
mechanism that lets the operating system and apiolics
share responsibilities. We think, however, that béing
application influence will quickly lead to confletwhen
applications have opposing interests. At this stagefocus
on a clear division of responsibilities.

d) The mobile host provides one or more mobilitynagement
components to support seamless mobility. One aspkct
seamless mobility is real-time behavior. The raakt
characteristics vary per protocol and continueg@ ltopic of
research. The end-to-end nature of Mobile SCTPSiRde-
invite, for example, may results in high latencynthavers.
For IP layer mobility, a number of alternatives and
improvements to Mobile IP have been proposed that
essentially group IP subnets into mobility domaimsd
minimize the scope (and latency) of most updatesh&
domain only: Cellular IP (CIP) [4], HAWAII [17], Mbile IP
Regional Registration (MIP-RR) [6], Mobile [P with
Location Registers (MIP-LR) [8], etc. The real-time
requirements for a single protocol are much lesgststhen
switching from one overlay network to another. hattcase,
the mobile host simultaneously has access to twmane
networks: the handover time is not influenced by time
needed to establish link layer connectivity, autivation
and authorization. Additionally, many applicatiode not
need very fast handovers, because they are netimezalby
nature or they can occasionally cope with shoriwosgkt
interruptions. Here, we do not focus on real-tirapegts.

3. ARCHITECTURE

The main functional entity in our architecture ke tmobility
manager. The mobility manager is a system-leveViser(or
daemon) that resides on the mobile host as a bagkdrprocess.
It is responsible for the management of the hosétwork
mobility. The applications on the mobile host cammect to the
mobility manager to receive events that describe riobility
process and the available network resources.

The mobility manager listens for events from theeraging
system about changes in the network interfacesath#ability of
network scan results, timeouts, etc. Based on teesats and
based on the configuration of the mobility managertakes
actions to, for instance, set the IP configuratfon network
interfaces, manipulate the host's routing tabléjaite scanning
on certain network interfaces, etc. Additionally,controls any
available IP layer and transport layer mobility rmgement
components on the mobile host. The mobility managenot
aware of components that take care of applicatger mobility
management: these typically come in the form ofliles that are
linked with applications. These components conngctthe
mobility manager to decide in close agreement wilie
application logic to, for example, move a sessiamfone active
network to another.

The most obvious candidate for an IP layer mobitignagement
solution is Mobile IP. We therefore choose MobiRetb discuss
how our architecture deals with IP layer mobilityamagement



functionality. A candidate for transport layer mdi
management is less obvious: the protocols and méxhaat this
layer are less well known and not (yet) part ofdsetandards and
implementations. We choose Mobile SCTP, mainly bseaits
embedding in the regular SCTP standard is on its Whe usage
of the two protocols as part of our mobility managat
mechanism is depicted in Figure 1 and Figure 2.

»| Mobile SCTP
Move tunnel from one
Mobile [P interface to another
mobile node
Mobility it
Application
Manager p‘IF'Jype | $
[ MIP tunnel
|_, Application
3
Actions ] 3 ___» Typel P/ UBL>
- connections
T
— =1 |
SV I:Ig\ Application ‘ t 3 fon to other intor.
m‘ Type Ii ove connection to other interface

Figure 1. Host mobility management with Mobile IP usage
example; applications of type | and |11 rely on Mobile IP and
applications of type |11 manage their own connections.

When looking at Mobile IP usage (Figure 1) we seefotllowing
interaction. Suppose that at a certain momentptbbile host is
connected to two wireless networks A and B and uker is
walking out of range of A. Suppose that Mobile léng in
tunneled mode with a co-located care-of addres&)Cal traffic
from and to the CoA is received over the bi-direcél tunnel and
the tunnel is realized over network A. The mobilianager then
indicates towards the Mobile IP mobile node funaaiity that the
tunnel must be moved from network A to network Bpitally, a
type | application, which does not receive inforimatabout the
current state of the mobility process from the rfigbmanager,
implicitly uses the CoA when it initiates conneacisoto other
nodes on the Internet, because the default routeeisthe Mobile
IP tunnel. All its connections are setup through thnnel and
remain established when the tunnel moves from oteface to
another. The connections for a type Il applicatéwa similar to
the ones for a type | application; they remain lighed without
intervention by the application. The type Il apption, however,
is aware of the fact that the tunnel is moved fame interface to
another and is additionally aware of the types amaracteristics
of both network A and B. It therefore can decidechange, for
example, the amount of traffic it generates over éistablished
connections. The type Ill application receives infation from
the mobility manager that the connection with netwa is lost.
It decides to stop the connections it had over agtwhA and re-
establishes them over network B.

The interaction is mostly the same when Mobile SGFRised
(see Figure 2). Let's assume the same networktisituas above.
Now, the applications of type | and Il use an S@&bBRnection to
reliably transfer data from and to another nodethmn Internet.
First, the SCTP connection uses a single path ogtvork A to
the other node. When the connection with networis Aost, the
mobility manager indicates towards the Mobile SCTP
functionality that the SCTP connections must useew path,

over network B, for communication with the otherdaee. The
situation for a type Ill application is equal tooake. Naturally, a
type Ill application may use an SCTP connectiowel, but then
obtains control over this connection to add or reenpaths to the
SCTP association by itself.

g iR e Add/remove path
from/to SCTP
Mobile IP association
mobile node
'I\\A/Iobility Application ‘ SCTP
2a0e] Type | ‘ conn.
I_, 3 Application SCTP
q <
Actions 3 — Type Il conn.
5
5] .
— 3, |  TCP/UDP connection
=020 I:I%\ Application ‘ ; ¥ ton 1o other infort
m‘ Type Ii ove connection to other interface

Figure 2: Host mobility management with Mobile SCTP usage
example; applications of type | and Il rely on Mobile SCTP
and applications of type |11 manage their own connections.

In our opinion, SCTP can be a good alternative tobility

management functionality at other layers. It pregida good
replacement for Mobile IP when end-to-end charésttes are
important; it can provide system-level mobility ragement
when an application does not want to maintain itsno
connections and Mobile IP cannot be applied. Tokmawledge,
however, implementations of Mobile SCTP are few atitll in

their early stages. Additionally, we feel that MeblP is more
widely recognized as an important mobility managetpeotocol
than Mobile SCTP. We therefore do not further coesiMobile
SCTP in the rest of the description of our architex and
implementation, but focus on Mobile IP when it cente the
interaction of our mechanism with existing mobilianagement
protocols.

The mobility manager consists of a number of conepts (as
depicted in Figure 1 and Figure 2). The communicabetween
these components is message based. Every compaefams a
set of messages: outgoing messages that provideniafion
towards the other components and incoming messtgesare
interpreted by the component. The following compugeare
defined: Interface Detection(ID), Access Network Detection
(AND), and Access Network SelectigANS). The configuration
of the mobility manager and its components is Gtafiurrently,
no provisions are made to dynamically change canditon
parameters at runtime.

The applications that need to stay up to date thithstate of the
mobility process and the characteristics of thavosgt resources
connect to the mobility manager using the mobilityanager
interface. The messages generated by ID, AND, aN& Are

passed on to the clients in unaltered form: our@gugh is that the
abstractions made by the components is sufficeesuit both the
other components and the applications. The appitatan than
filter out the messages that are of particularrgge Obviously,
the application may link with a library, for instamto provide SIP
re-invite based mobility management, that connetctsthe

mobility manager and interprets the messages.



In a multi-homed situation, a subtle relation exibetween the
usage of the IP layer mobility management functipngMobile

IP), the selection of the outgoing interface, teéestion of the
source address, and the default route. Applicatigpeally use
the Sockets Application Programming Interface (ARI)setup
connections with other Internet entities. By bimgdito a local

address while initiating a connection, the appitratan choose
the IP-level mobility management: the connectionll vie

managed by Mobile IP when binding to the Mobiled&dress;
the connection must be managed by the applicatioenvibinding
to another address than the Mobile IP address dowsidering
transport layer mobility management here). Typepliaations
do not explicitly bind to a local address whenigiihg outgoing

connections, but leave this to the operating systormally,

when connecting to a node, which is not directlycessible

through one of the local networks, the source axfdbecomes the

address configured for the interface that is sehaslefault route.
By setting the default route to the Mobile IP tunfrehen running

in tunneled mode), outgoing TCP and UDP connectigitis by
default, be managed by Mobile IP. When an appbcagxplicitly

binds to a local address for a TCP or UDP connedtidgiated to
a global node, we assume that the outgoing netimbekface for

this connection is the interface that is configuvgth this local

address.

The remainder of this section describes the commsnef the

mobility manager and the messages that they cad sma

receive. Furthermore, it provides a descriptiorthef interaction

between the mobility manager and its clients, fhaieations.

3.1 Interface detection

The mobility manager must be aware of the netwotkrfaces
that are currently available in the operating syst&he Interface
Detection (ID) component supplies information abitat creation
and deletion of network interfaces in the OS. tli¢gates the type
of the network interface as an abstraction of therating system
interface type: we currently define the typesh (Ethernet),

w an (Wireless LAN), anddi al up (PPP dialup). It also
indicates the expected maximum bandwidth for a akw

interface. Note that this is not the same as theahavailable
bandwidth. Additionally, ID indicates whether awetk interface
is up or down. Finally, it provides information altdhe current

IP address that is set for a network interface.

Table 2: messages defined for Interface Detection

ID message description

NEW EVT A new interface is available in the OS

CHG_EVT An existing interface has changed: up
down, IP address change

DEL_EVT An interface is removed from the OS

LI ST_REQ Request a list of current interface

LI ST_EVT

A list of current interfaces (includin
characteristics)

We define different types of interfaces, becaustype can be

associated with one or more inherent charactesis@bviously,

this is important to the other mobility manager paments, but it

is also relevant to the clients. An application mfy example,

choose to use a network through one type of interfaecause it

knows the costs of usage are low compared to theonles

or

available through interfaces of other types. Inttbase, the
application associates a characteristic — costsafje — with an

interface type, as a supplement to the charadtarigefined by

ID.

3.2 Access network detection

It is important that the mobility manager is awafghe networks

that can currently be made available through théwork

interfaces existing in the operating system. Faneadnterface
types, there is not much to choose: an Etherngitadés either

connected to the Ethernet or not. For wireless w@aaghis is
often different: multiple networks can be availatfeough the
same adapter. A Wireless LAN interface can beuiettd to scan
for available networks, although it can only be mected
(associated) with a single network at a given tifffee scanning
results normally contain information about the @yabf the

available networks.

Table 3: messages defined for Access Network Detection

AND message

description

A network is no longer available

NEW EVT A new network is available

CHG_EVT An existing network has changed: lifk
quality change

DEL_EVT

SCAN_START_REQ

Start scanning on a specific interface
addition to automatic scans)

SCAN_READY_EVT

Scan is ready for a specific interface

LT ST_REQ

Request a list of available networks

CTST_EVT

A list of currently available network

2

(including characteristics)

The Access Network Detection (AND) component igpoesible

for the scanning of available networks fat an interfaces at

regular intervals. It provides a translation fromir&leéss LAN

specific indications of network quality, such agrsil and noise
values, to a qualitative indication of network dquyalWe define
four levels of quality: poor, medium, good, and @ient. AND

uses the information from ID about the availabletwoek

interfaces. Whenever the quality of a network cleand notifies
the other components by sending a network changetev

3.3 Access network selection
Most of the control functionality of the mobility anager resides
at the Access Network Selection (ANS) component.SAdeals

with a number of different issues. For each int=f# activates
the preferred network at the link layer. Additidgalt makes sure

that IP parameters such as the IP address arenetitér each

interface with an active network, and it takes aafrsetting these

parameters. Furthermore, it is responsible for rodliiig the
system level mobility management functionality swashMobile
IP. ANS moves the Mobile IP tunnel from one phykiogerface
to another if appropriate given the current netwsituation.
Finally, it controls which interface is used as tlefault route.

The activation of link layer connections, the attdaccess

network selection”, is executed for those netwarelfaces that

support connecting to different networks. The ifatee type
w an is an example. For each such an interface, aflisetworks
exists in the ANS configuration that indicates theeferred

n



activation order. The first entry in the list haset highest
preference and will be activated when availabl&ND indicates

that this network is not available, or if the qtiabf that network
is below a certain (configured) threshold values second entry
will be considered, etc. An entry in the preferredwork list may
be a wildcard. On reaching a wildcard entry, AN a&s and
activates the network with the best quality. Sa; fmknown

networks the default behavior is to select the witke the highest
quality.

In many cases, ANS must supply credentials for enttbation
and authorization to setup a link layer connectior.w an, this
may involve setting the Wired Equivalent Privacy ER} key.
Alternatively, ANS may use a method like IEEE 802.With

various kinds of authentication over the Extensilghentication
Protocol (EAP). The ANS configuration stores thedemtials for
the networks: a set of default credentials may fecified for
networks that can be accessed using 802.1X andnretwhat are
not known at startup.

After network activation at the link layer, it iecessary to obtain
the IP settings for the interface. The IP paranseterch as IP
address, network prefix and gateway may be spddffi¢he ANS
configuration. In most cases, however, the IPrsgdtare obtained
dynamically using a DHCP client. ANS takes careaftrolling
the DHCP client for interfaces that are activelywmected at the
link layer. It waits for the DHCP client to suppnd set the IP
parameters for newly activated networks. The DHG&ntalso
must take care of setting the network route forriber network.
ANS, however, sets the default route (and gateway).

Every time a network is activated or deactivated doe of the
interfaces, ANS checks if it is necessary to chahgesettings of
the system level mobility management componentse(henly

Mobile IP). We assume that Mobile IP runs in tuedemode
with a co-located CoA. We also assume that thelahlai Mobile

IP mobile node functionality is “passive”: it doest actively

scan for available network on Wireless LAN intedfa@and does
not change the path of the tunnel by itself.

A list in the ANS configuration provides the order which

interface/network combinations are preferred to pgupthe

Mobile IP CoA. The combination of interface and wmetk is

important, because multiple interfaces may contedhe same
network. In certain situations it may be desiratdeprefer one
interface over the other, for instance, becauseirttexface has
better power consumption characteristics. Againe tfirst

combination in the list has the highest prefereand will be

chosen as the path for the tunnel. If the first bimration does not
exist, ANS looks at the second, etc. The list af@red Mobile
IP CoA suppliers does not influence the activatdéra network
for a network interface: this is solely determinag the list of
preferred networks for that interface. Additionallyan

interface/network combination can only be choseemiP layer
connectivity is realized over that network (othesgjithere would
be no point in trying to establish the tunnel oveis

interface/network). After the selection of the preéd

combination, the Mobile IP component is signaledrtove the
tunnel to this new path.

The ANS component manipulates the routing tablghefmobile
host. Obviously, the default route entry must eiisthe routing
table and it changes over time as the mobile hosnects to
different networks. For this reason, the ANS comfégion holds a

list that describes the order in which interfacedmek
combinations are preferred to provide the defalte (similar to
the preference for CoA supplier). On a change ir th
configuration of the active networks, ANS checksettter the
default route must be changed using this preferésice

Table 4: messages defined for Access Network Selection

ANS message description

AN_SELECT A network is selected for a certa]n
interface

AN_DESELECT A network is deselected for |

certain interface
An interface is selected as defali
interface (default route)

DEFAULT_I F_SELECT

t

M P_COA_SELECT An interface is selected to supply

the Mobile IP CoA

M P_COA_DESELECT

An interface is deselected to supq
the Mobile IP CoA

y

STATUS_REQ Request the current ANS status

STATUS_EVT Supply the current ANS statds

(network selection per interfacg,
selected default route, selected CpA

supplier)

The type Ill applications may choose to setup cotioes to
other Internet nodes over active networks thatateused as the
default route. This can be done by binding the egtion to the
IP number associated with the (non-default) interfaprovided
that a gateway is configured to route the trafff€ this local
network. Normally, the default route provides thategvay. The
routing mechanism on the mobile host must be ingito use
another route when the source address is not tteessl of the
regular default interface. It is important to reeli however, that
routing on the mobile host typically is based or tlestination
address only.

In contrast to the ID and AND components, ANS mbst
extended when a new below-application layer magbilit
management protocol is added. This is inevitaldeARS is the
primary controlling entity in the mobility managefor Mobile
IP, it has knowledge about Mobile IP specific attioand
concepts such as binding updates to the home aberntoA, and
the virtual interface for the tunnel. It must cahtrthe
functionality for new mobility management protocasch as
Mobile SCTP in a similar way. It is highly likehhat this new
protocol will introduce new AND messages to desrithe
mobility process state to the applications.

3.4 Client interfacing

An application connects to the mobility manageeiifeice to stay
informed about the current state of the mobilitpgass and the
network resources. Strictly speaking, it could obtahis

information directly from the operating system. Td@mmponents
of the mobility manager, however, provide an alusiva of

below-application layer state of the network resesrand their
configurations. The AND component provides, amorghers,

an abstraction of the current state of the mobifitgnagement
protocols at the IP and transport layer. Furtheemtre mobility



manager supplies a single mechanism to receive thaf

information: there is no need for the applicatioruse one system

API for getting the available network interfaces)otner for
obtaining information about the available wirelestworks, and
a third for retrieving the routing configuration.

The abstraction hides many details of the layerbvbethe
application layer. Without this abstraction, theplagation must
deal with many parameters that are specific foerai layer or
technology. For example, to obtain a quality meastor a
network activated through an 802.11b interface, application
would have to be capable of interpreting 802.1Hngesults and
translate signal and noise parameters to an indicaf network
quality. To make things worse, this informationafen driver
and hardware specific.

The level of abstraction should fit the usage. Here want the
application to:

¢ Have information about the local network path fall by
the IP packets for connections with other nodesniist
know through which access network the connectiaffitris
routed.

« Know the available below-application Ilayer
management protocols that it can use for new cdiamsc

¢ Know the system default behavior for mobility maeaeent,
e.g. when regular connections are initiated, wiikyt be
managed by Mobile IP or maybe not at all.

« Have knowledge of the current descriptive paramnsetéthe
interfaces (type, IP settings) as well as the actietwork
accessible through each interface.

¢ Obtain a notion of the quality of the available esx
networks, when applicable, e.g. Wireless LAN linlatity.

We believe that the messages generated by theitpahénager
components provide a level of abstraction thatifficgent for the
applications to obtain the above information. Timeraction
between the mobility manager and a typical ‘awapglication is
illustrated by two examples given below.

3.4.1 Interaction Example 1

In example 1, the application (of type Il) has akile® IP based
UDP connection with another Internet node. The heobiost
running the application has access to a fixed B#teand an
802.11b WLAN. When the user moves around, the rechdst
looses its access to the fixed network and thei@n wants to
adapt the bandwidth consumption based on the esgbewitwork
resources available in the new situation. The Yalhg actions
can be discerned:

a) The application starts and connects to the ritplbilanager.

b) The application sends an ID ST_REQ to obtain a list of
currently available interfaces and their types, imanm
available bandwidths, up or down states, and IRmaters.
The mobility manager replies with an IRl ST_EVT
message including the interface information.

c) The application sends an ANSFATUS_REQ to request the
current ANS status. The mobility manager replieshvan
ANS STATUS _EVT indicating that theeth interface
supplies the Mobile IP CoA and that the defaultteois set
to the Mobile IP tunnel: now the application knothsit is

mobility

has Mobile IP facilities at its disposal and thatrmal
connections (initiated without binding to a specifocal IP
address) will be managed by Mobile IP. Additionally
knows that the tunnel traffic will go over tleg h physical
interface.

d) The application initiates the UDP connectionthe other
node using the regular Sockets API. This connedsory
default, managed by Mobile IP. The applicationtstaising
the connection with a bandwidth consumption that be
supported by aet h interface with the indicated maximum
bandwidth.

e) After a while, the mobile host disconnects frtime fixed
network. The mobility manager detects that the Isdown
and sends an ANIDEL_EVT for the et h interface. The
application does not react to this information. ANS
however, uses this trigger to move the Mobile Il from
the et h to thewl an interface: it first sends out an ANS
M P_COA DESELECT message foet h to indicate to the
applications that the tunnel is not over the fixastwork
anymore, immediately followed by an  ANS
M P_COA_SELECT message fom an to indicate that the
tunnel is up again over the wireless network.

f)  Now the application knows that the packets fds i
connection go over theM an interface; it adapts the
bandwidth consumption for the connection to a laheat is
appropriate for the wireless network.

Note that the application has no guarantees alveubandwidth
available on a certain network. The network resesinmay have
to be shared with other users and applicationsh Batworktype

can be related to a rough indication of its empihcdetermined
available bandwidth. Naturally, the difference betw types may
be multiple orders of magnitude: the average alkElaandwidth
for a fixed FastEthernet network can be 20 Mbitsfgle for a

GPRS network this may be 15 Kbits/s. We assume tihat
applications are most interested in changes in trder of

magnitude (for any given parameter, not just badthyi It is up

to the application to assume certain average vdbrgsarameters
that are associated with network types; the mghilianager only
provides an indication of the network type itself.

3.4.2 Interaction Example 2

In example 2, the application (of type Ill) has BRconnection
to another Internet node and re-initiates this estion when

necessary given the changes in network resournethid case,
the mobile host has access to a wide-area celelavork with a

low bandwidth and substantial usage costs. Thaagtjan would

rather use more bandwidth, but only wants to switclanother
network if it has a good quality, for instance awwrk of type

eth or of type w an with a good quality indication. By
switching only when another high quality networkaigailable,

the application reduces the number of connectiemitiations.

The following interaction takes place:

a) As interaction example 1.
b) As interaction example 1.

c) The application sends an ANSATUS_REQ to obtain the
current ANS status. The mobility manager repliethvén
ANS STATUS_EVT indicating that the cellular network is
available through thdi al up interface; theet h andwl an



interface have no active networks. Additionally, ntay
indicate the Mobile IP and default route statug,this is of
no interest to the application.

d) The application sets up the UDP connection ® dther
node using the Sockets API. Before connectingjntd® its
local socket to the IP address of tieal up interface. The
traffic for this connection will therefore run ovehe
di al up interface, regardless of the changes in the Mobile

IP state.

The application receives ANDEW EVT, DEL_EVT, and
CHG_EVT messages indicating that 802.11b networks have
become in or out of reach, or that their qualitlesve
changed. The application keeps track of the qualitthese
networks. ANS uses this information to activate ohéhese
networks through thewl an interface, depending on
preference (as configured) and quality.

The mobility manager sends an AMSI_SELECT to notify
that one 802.11b network has been selected andatesdi
through thewl an interface. The application checks the
current quality of the accessible 802.11b networtt Eearns
that it is medium. The application decides thas tuality is
not high enough to justify a re-initialization ofhet
connection.

The mobility manager sends an ANIBIG_EVT indicating
that the quality of the currently available 802.1ridtwork
has gone up from medium to good. Now the applicatio
decides that the quality is good enough. It teawrdthe
connection over theli al up interface, and initiates a new
connection over theM an interface (by binding its local
socket to the IP number of thé an interface).

9)

h) The application adapts the bandwidth consumptioa level

that is appropriate for the newly chosen network.

4. IMPLEMENTATION

This section describes our prototype implementatidine

mobility manager as described above is implemeime@ as a
user space daemon for the Linux operating systeun.p@mary
target device is an HP iPAQ running Familiar LinwX.x,

although the implementation also works on otherhges less
mobile, environments such as Linux Redhat 9 onp#ofa The
prototype supports Ethernet, 802.11b, and PPPfiiphysical
link types to connect the mobile host to differdands of

networks. All communication is IPv4 based. The Mibpi
Manager implementation consists of the componetgstified in

the previous section with one addition: a compon#émit

implements the Mobile IP mobile node functionalitifhe

parameters that are used to configure the mohitignager are
stored in a configuration file. This file is readrohg startup of the
mobility manager.

As depicted in Figure 3, the components communiaétie each
other using a message bus. A message sent to gmageebus is
received by all connecting components. All messagesist of a
header part indicating type and size and a datawpaich is a
plain Cst ruct . The Mobility Manager runs single threaded: the
main loop is implemented using teel ect () Unix system call.
All components have the opportunity to add fileatgsors to this

select() loop. This allows them to be notified of

asynchronous events.

Mobility Manager

Mobile IP
mobile node

Application

snq abessapy

TCP
connections

client
connector ‘

Application

Figure 3: the internals of the Mobility Manager: the
components use the message bus for communication between
each other and the sel ect () loop for the subscription to
asynchronous events

4.1 Interface detection

The detection of interface changes is realized gusinLinux
rtnetlink socket. The kernel sends interface creation,
deletion, and change events through this socketh® ID
component. Additionally, this socket is used toeree changes in

IP address settings for an interface. The ID compbiranslates
these system-specific events into ID messages.nHeris the
socket into thesel ect () loop and will be notified whenever
the kernel sends an interface event.

4.2 Mobile P mobile node functionality

This component implements the Mobile IP mobile node
functionality for the mobile host. It is essentyall stripped and
modified Dynamics Mobile IP mobile node daemon [B]l
active parts — the scanning of Wireless LANSs, tbtirsy of the
default route — are removed. It is tested to rutuimelled mode
with a co-located CoA, although it may run in otheodes (e.g.
Foreign Agent mode) as well. This component is ecwifigured
through the Mobility Manager, but re-uses the agunfation file
that comes with the original Dynamics mobile nodemon. It
defines a single messagdPDATE_REQ which can be used to
move the tunnel from one interface to another.

4.3 Access network detection

The detection of 802.11b networks is accomplishethgi the
Linux Wireless Extensions. Not all drivers suppsdanning,
however. We have successfully usedst ap_cs (v0.1.0) for
cards using the Intersil Prismll chipset, a patcbednoco_cs
(v0.11b, morinoco patch) and a patchesd!| an_cs (v1.07,
proprietary patch) for Orinoco and Avaya cards.

For most driver and card combinations it is neagsta set the
802.11b SSID to ‘any’ to obtain scanning resultsdib reachable
access points. This means that during scanningaskeciation
with the current network is lost and must be redelighed when
the scan has finished. Our experience is that tlues not
influence the state of the layers above the linkela TCP



connection, for instance, do not break when th@aason is
temporarily interrupted at the link layer. Thest ap_cs driver
supports a continuing association during scannimgértain card
firmware versions.

During scanning it is not possible to communicatee when
remaining associated). Therefore the intermediate between
two consecutive scans should be long. Howeverate lan up-to-
date picture of the qualities of the currently &adale networks, it

is important to scan often. These two conflictinterests must be
balanced for the actual scan interval. Our expeges that the
time to execute a full scan can be quite diversergidifferent
cards and drivers. A scan for the Avaya/noco_cs
combination can take around 400 ms, while a
Linksyshost ap_cs scan sometimes takes up to 1200 ms to
complete. Our default setting is a scan interval®@éeconds.

We have noticed that the outcome of successivesscam differ
significantly. Sometimes an access point ‘disapgearen when
it is obvious that it is well within reach. Withamext scan it is
often back in the scan results. AND keeps trackthef scan
history in a sliding window fashion. The quality ¢slculated
using a weighted average, where recent results hatgher
weight. Our default window size is 5. The signald amoise
parameters are transformed to the qualitative atdis of
network quality using a set of threshold valueseséhthreshold
values are, unfortunately, specific for a certasrdware and
driver combination.

4.4 Access network selection

The implementation of the ANS component also udes t
Wireless Extensions. When & an network is selected, the
association with the access point is created wiithfunctionality.

After link layer activation, the IP parameters mbst obtained
and set. When not specified in the configuratide, fithe 1P
parameters are obtained using an external (outsitee Mobility
Manager process) DHCP client. We currently use dthcpersion
1.3.22pl4.

To manipulate the default route, ANS uses a Lintixet | i nk
socket. To move the Mobile IP tunnel, ANS uses ltabile IP
component.

4.5 Client communication

Applications (clients of the Mobility Manager) sap a TCP
connection to localhost on port 9898. The cliennhraxtor
component is responsible for handling the cliemneations. All
messages that appear on the message bus are fedwardhe
clients. An example of a client is the Mobility Mager Monitor
(see Figure 4).

All applications running on the mobile host can mect to the
mobility manager in this way, irrespective of theeu accounts
under which the applications run. This may resultmprivileged
users obtaining system information that is usuadly available to
them, such as (an abstraction of) 802.11 scanmsglts. Many
mobile hosts, however, effectively run as singlerusystems.
Choosing a slightly different type of communicatiarould

probably solve unprivileged access, for instanaeufh Unix

domain sockets that are associated with file sygiermissions.
For reasons of simplicity, we have not further édesed security
issues for the communication between the mobilignager and
its clients.

ame | ane id |
& 1o unspec up  127.0,0,1
w ethi eth up 196,169.,17,80
*® tunlt  unspec dn
o ethl wlan  dn
Vppp() dialup up 62,133,68,240
V TUMLHHA unzpec up  195,169,17,190
V wlani wlan up 195,169,47,4589

link
ifll TI4GE

link
] g
ol 1ak

dialup pppd unspec unspec
wlani
ethi

wlant

wlan
eth
wlan

excellent managed
unspec unspec
g managed
M ium managed

wlan wlant

ans | and | id |

default route interface

selected network per interface

wlan TI4GE
dialup link

D wlant

— PR 62,133,68,240

ans | and | id |

default route interface

selected network per interface

wlan TI4GE
dialup link
eth link

-ﬁ) = wlang
== pppd

arfa gtho

62,133,658, 240
195,169,17.,80

= =

Figure 4: the Mobility Manager Monitor showing the state of
different components of the Mobility M anager

4.6 Routing

By default, the Linux kernel selects the outgointgiface for an
IP packet based on the destination address oelyf¢ic the kernel
version 2.4 that we used). We assumed, howevet,whan an
application wants to initiate a connection to attelsewhere on
the Internet and it wants to force the traffic fois connection
over a specific network interface, it binds thealosocket for that
connection explicitly to the IP address associateth the
preferred interface. In this case, the kernel atwviyrwards the



outgoing IP packets to the gateway directly realeh#ivough the
default interface, even when the socket is bounantdé® number
associated with a non-default interface. The paclestve the host
through the default network interface with a souaderess that
belongs to another interface. While this may warktérms of

end-to-end communication, it results in a returrthpthat is

different from the outbound path. More importantiyhe

communication partly goes through a non-preferrextall

network.

Fortunately, Linux supports more advanced ways odfiter
selection in the form opolicy based routingThis functionality
(available from kernel version 2.2 and up) usestiplal routing
tables and a routing policy database (RPDB) tocseleutes
based on a number of criteria such as the sourdeessl It
supports the configuration of multiple routing &l To route an
outbound IP packet, the kernel selects a tabledbasea number
of attributes associated with the packet.

The mobility manager can configure the policy basedting

facilities in such a way that the outgoing IP pdskieave the
mobile host through the interface that is assodiatéth the

source address. For every network with a gatewayottwer

networks, typically to the Internet, it configures dedicated
routing table that is essentially a copy of the maiuting table
except for the default route. The dedicated routimigle has a
default route that points to the gateway reachdleugh this
specific network and interface. A rule in the RPpiscribes that
the dedicated routing table must be used whendbtece address
matches the address associated with this interfdeer

applications that do not explicitly set the soumddress, the
default route in the main routing table applies.e Timobility

manager changes the default route in the main taiblen it

decides that the regular default route must pomtahother
network. A network without a gateway does not getedicated
routing table, because it is used only for locahownication.

5. EXPERIMENTS

This section describes the experiments we have fiwran initial
validation of the mobility manager concepts and
implementation. We want to verify that our mecheamnigorks for
different kinds of applications. Given the clagsition we
provided in section 2, this means testing the nitgbihanager
implementation against all three types of applarai
Applications of type I, however, use so little miapi manager
functionality that we only consider type Il and é&yplll
applications in this section. Type | applicatioms a trivial case:
running them successfully would merely prove that Mobile 1P
functionality works.

its

We have developed a streaming video applicationhittiarfaces
with our mobility manager implementation in order react to
changes in the state of below-application level ititgtprotocols
(Mobile IP) and to changes in the network resourcElse
application consists of a video streaming servet alient that
adapt the video stream running between them, wlkerssary. It
can run as a type Il and as a type Ill applicatibhe specific
behavior of the application during handovers is figoumable
thereby enabling us to validate different hand®semarios.

5.1 Video Streaming Server

The video streaming server is a Linux host running/Ideo
Conference tool (VIC) [22], a rather well-known M® [7]

videoconferencing application. The VIC tool is dgnfed in
transmit-only mode, thus used only for sending auwideo
stream, not receiving or listening for peer streanihe host is
equipped with a TV-card that has its input conng¢tethe local
cable television broadcast network. The VIC seragplication
captures the TV signal through the TV card, encddessignal in
the h.261 format and sends it out over the netvaska RTP
unicast UDP stream to a specific target IP addréls. original
VIC server code has been extended with (scriptedgtionality
that opens a control socket on which it listensrf@ssages that
instruct the VIC server to adapt its configuratidhese messages
conform to a simple proprietary protocol whose setica are
comparable to the usage of a SIP re-invite trafmacused for
adaptation of an existing session. The possiblendorof
adaptation are:

* increase or decrease the network bandwidth usetiddRTP
stream

» change the number of frames per second that igdedco
modify the encoded picture size (small or large)

« modify the encoded picture quality,
alter the target IP address for the unicast RTéasir

e change the TV channel (this feature is actuallyelated to
mobility management),

This functionality allows a peer client to dynaniigaeconfigure
the server and adapt the running streaming seshimracteristics.
Although the server is only able to handle one ntlie
simultaneously (unicast), this is sufficient for qurposes.

5.2 Video Streaming Client

The video streaming client running on the mobilenieal is also
a Vldeo Conferencing Tool (VIC) that is configuredreceive-
only mode, thus not sending its own video. We hased the VIC
client during the validation tests on both noteb@oid Hewlett
Packard iPAQ (type 3870) hardware running the Lioperating
system. The VIC client receives the RTP packetspdes the
h.261 frames and displays the video stream in al laéndow.
The original VIC code has been extended with (sicrgponly)
code that communicates with both the mobility mamaand the
peer streaming server. VIC opens a client sockeéheomobility
manager on which it receives messages that it tasdstermine
its mobility strategy. Furthermore it is capablesehding control
messages (in the previously described proprietamndt) to the
VIC server in order to instruct its peer to addy@ tharacteristics
of the multimedia session; this is typically donmn interpreting
the messages from the mobility manager about aagges in the
network environment and the state of Mobile IP.

5.3 Networksand Handovers

During the validation tests we connected our mokgeninals
(both the notebook and the iPAQ) to the followingtvmorks
simultaneously:

* An 802.11b Wireless LAN, by using a PCMCIA WLAN
card



e A GPRS wide-area cellular network, by connecting gi
GPRS enabled mobile phone using Bluetboth

A fixed Ethernet (over a host-to-host USB cable foe
iPAQ)

We have used the GPRS network connection as arayahen”
low priority connection. The connection to thiswetk was setup
and configured statically and assumed to be permbne
available. The mobility manager dynamically confieg the
WLAN and Ethernet interfaces on the mobile hostnditevers
were triggered by moving the mobile terminal in and of range
of a WLAN access point or, alternatively, manuaigduce the
transmit power of the access pimdditionally, handovers were
initiated by plugging in an Ethernet cable (notdboaly) or by
putting the iPAQ in its cradle, which enabled ituse a host-to-
host Ethernet connection over its USB interfacetifermore, we
were able to force a handover by manually bringMigAN and
Ethernet interfaces up or down (for use in tegpteyx.

5.4 Application Typell Streaming

When running as a type Il application, the VIC wtiénterprets
mobility manager Access Network Selection (ANS) segmes
about changes in the Mobile IP Col (P_COA SELECT). Such

a message indicates that, based on the strategifigwred in the
mobility manager, Mobile IP traffic runs over a neetwork, and
possibly over a new interface. Notice that the Neob? CoA has
changed, but since VIC acts as a type Il applicatiohas bound
its sockets to the Mobile IP Home Address and ab Hue stream
sent by the VIC server will still reach the Mobikost through
Mobile IP tunnel over the CoA interface. Howeveancs we are
on a new network, the layer 2 type of the networkynmave
changed; for example we may have switched from aAWL
network to a GPRS network. If this is the casdndiated by the
ANS message, the characteristics of the new netwuody

dramatically differ from those of the old network order to

accommodate for such a change, the VIC client ntia@dayer 2
type of the network to a predetermined maximum badiith that

the RTP stream is allowed to use and it notifies peer VIC
server of this bandwidth by sending a (proprietaagpptation
message. In case of a handover to a GPRS netwisrivtiuld be
about 30kb/s.

5.5 Application Typelll Streaming
When running as a type Il application, the VICedli interprets
mobility manager Access Network Selection (ANS) saees
indicating changes in the default route

MM has chosen a new network and/or interface asdéfault
interface for outgoing traffic. This means that ddefault) IP
address has changed and perhaps the layer 2 tythe aoftwork

! We have also executed preliminary tests over a BM&twork
by connecting to a test network via a UMTS phonegis
Bluetooth. Unfortunately we were not able to usglabally
routable IP addresses for our mobile host so wédcoat use
the RTP streaming application.

2 This was done using a laptop with an Intersil HSWLAN
chipset in so-called HostAP mode, thus serving agiraless
access point. This setup allows access to contras are
inaccessible in most commercial hardware accesggoi

interface
(DEFAULT_I F_SELECT). Such a message indicates that the

as well. Since our type Il application does na dobile IP, the
old IP address may become unreachable and the dieision is
to change the target endpoint of the current RTrihection to the
new IP address. (Alternatively the application dodecide to
defer this handover until mobility manager notifigst the old
network is actually down). The VIC client rebinds receiving
socket to the new IP address and notifies its geever of the
address change, and possibly the new bandwidthmedeas as
determined by the layer 2 network type.

6. EVALUATION AND DISCUSSION

In this section we summarize our experiences wifth tnoughts
about the concepts, implementation and the init@idation of
our mobility management mechanism. Since we havedooe
detailed measurements and analysis, we cannot nprese
quantitative results. Instead we describe our ézpees from a
qualitative perspective.

6.1 Multiple mobility management protocols
The experiments with the video streaming applicasbow that
our mechanism works for a situation where MobilddRised as
well as for a situation where a proprietary appiaalevel
mobility protocol is used. We strongly feel thag tavailability of
multiple means of mobility management provide thHadkof
flexibility needed in a heterogeneous network emwvinent.

To experiment with a high level of flexibility, h@wer, it would
be good to have more mobility management protoawéslable.
Mobile SCTP is a prominent candidate because itplgp
mobility management at the transport level, whistsémething
we have not been able to test in our current implaation.
Furthermore, adding Mobile SCTP would allow usrteeistigate
the modularity of our architecture and implemeotati

6.2 Interface Abstraction

From the architecture description in section 3s itlear that the
interface provided by the mobilty manager towartise
applications is hiding many aspects and paramétens layers
below the application layer. At the same time,sitciear that
applications that need to be mobility aware havedéal with
quite a number of elements that hawet been abstracted away.
They need to have, for example, an understandingthef
capabilities of the different interface types: netiks accessible
through aM an interface can have a certain link quality, busthi
is not the case for networks reachable througletam interface.
Also, the entities defined as data elements in riessages,
interface, network, bandwidth, quality, ethave a certain
relationship towards each other. The entities ardirt
relationships define a model that has to be unoedstat least
partly, by the application.

The experiments in the previous section show thraafparticular
configuration with a particular application, thedé of abstraction
and the associating model is sufficient to supfiug application
running in both a type Il and a type Ill mode. Thesan initial

form of validation, but for a more thorough valideit many more
applications and configurations must be used terdehe that the
abstraction and semantics are right.

For instance, we probably could extend the setaafeAs Network
Selection (ANS) messages with a message that emtifhe
applications upfront that a new network will beieated instead
of the current active network for a particular netk interface.



Applications then have the opportunity to take sgoneparing
actions, for instance signaling their peers, whheir current
connections are still up and running. This appé&esa logical
addition, but we’re not sure it will be used by mapplications.

Looking at the actual mechanism for passing messé&ogen the
mobility manager to the application,<E r uct s, we realize it is
necessary to have a more generic approach, becausairrent
implementation is too much C programming languagecHic.
We would suggest using a human readable simplebsesed
scheme.

6.3 Implementation: Handover Delay

The experienced handover delay is only very malgina
influenced by the mobility manager architecturetloe chosen
mobility protocol. It largely depends on the follimg factors:

a) Network interface scan specifics

The time needed for scanning new networks (here.1862
WLAN) depends on the (radio) hardware, the drivad dahe
firmware of the network interface card. Our meamerts with
different WLAN PCMCIA cards vary between 0.4 andetonds
needed for one scan. This parameter has a majectefh the
reaction time of the mobility manager, which catyareact after
gathering and processing network scanning results.

b) Network latency

Communication with remote entities is required éveral layers
of the mobile terminal protocol stack. The applicatiayer needs
to transport session adaptation parameters to g¢be gntity, the
network layer needs to re-register for location agg@ment
purposes (Mobile IP registration), and possibly nevayer 2

authentication may be needed (e.g. 802.1x). Thiegs sieed to
finish before the handover can finish. The timedeekefor this is
largely dependent on the round-trip delay of thelpechosen
network. For example, our measurements on the GRRBork

show a round-trip delay of nearly 1 second, whiclisaa 2
second delay to a type 2 application handover sie(idobile IP

registration, session adaptation, no dynamic atitetion).

This calls for integration of network authenticatiolocation
management and session adaptation. As a possieteatlve, we
could use SIP for that purpose.

c) Authentication

The authentication to the new network itself mayseaa delay in
the time that is needed to configure the netwotkerface. An
example is the usage of 802.1x with EAP-(T)TLS v¥dreless
LAN connectivity. The processing overhead involfed setting
up the TLS traffic and processing certificates nbaysignificant
for small client devices (see paragraph e)). Moeedhe server
side processing can add to this delay, possiblgdnyacting other
servers (Radius). Our experiences show that thgeush802.1x
as opposed to using WEP keys, introduces a noteaay in
handover times in the order of 1 second (this ihetu both
processing and communication overhead).

d) IP address configuration

In our tests we have used the DHCP protocol foffigaring IP
addresses on the network interfaces. Our measutsrsieow that
DHCP may need between < 50 ms and 5 seconds tin abid
configure an IP address on an interface. Of cotlvisedepends on
the configuration and implementation of the DHClerdl and

server, but we suspect that network equipment asalouters and
switches play an important role here as well. Téxperience
shows that IP address configuration is an importidtor

nevertheless. A possible improvement would be ® siatically
assigned, pre-configured IP addresses when roangingell-

known networks.

e) Client device processing power

The limited processing power available on mobilevickes is
important for all of the tasks that need to be gened during a
handover. This includes executing operating syst&sks,
network related tasks, mobility management proogssind
application processing. Although this seems like abvious
remark, its effect is not to be underestimated. Ndge seen a
more than remarkable reduction of “user experiehteahdover
times when comparing notebook performance agaiR&Qi
performance. The average user experience on th€ iRA“a

matter of seconds”, on the laptop it could be challgruly

seamless”.

f)  Application characteristics

The application that is actually being used duting handover,
can in itself contribute to the seamlessness ohtredover. This
is typically done by buffering: when the applicatibuffer is

filled before entering the handover phase, andhiedover is
finished before this buffer is empty, a user wilt motice any
interruption at the application level. We have oed the benefits
of this effect when using VIC video.

Note that the negative effects of the first fivettas mentioned
above can be avoided if the new network can be igrd

before the session is transferred from the old odéwHowever
this is not possible when the network connectivisy lost

unexpectedly or when performing a handover to a network

connected to the same interface as the old net{eogk WLAN-

to-WLAN handovers using a single network interfaaed).

7. RELATED WORK

This section provides an outline of the work thalates to the
issues presented in this paper. It gives an owsngé related
work focusing on mechanisms that allow mobile aggilons to
be network context aware (mobility and network avar
applications). Additionally, we look at an approafdt letting
applications influence the mobility process (apgicn aware
mobility management).

The Odyssey platform for adaptive mobile data axckEscribed
in [14], with experiences presented in [15], modkks adjustment
of applications to general changes in resourcesnardhe high-
level concepts of agility and fidelity. It supporés division of
adaptation functionality between operating systenmd a
application. We limit our scope to the awarenesghefmobility
process and the network resources, where the afiphis may
choose at which layer their connections are man&geaobility.
We do not support, however, a situation where gpieation and
the system jointly decide about for example thec@n of the
Mobile IP CoA (which may have a large impact on ikde
bandwidth for existing Mobile IP connections). W[ that such
a joint responsibility requires an interaction with high
complexity (and overhead) between applications systiem, also
in the light of conflicts that might occur. Additially, we think
that the abstraction and the model of the inforamathat makes
applications aware are by itself more important nththe



mechanism for the transfer of this information. ISuan
abstraction and model are mostly domain specifidysSey is
complementary because it deals with the actual icgifn
adaptation, while our approach focuses more on Igimgpthe
information for this adaptation.

The Mobiware Toolkit presented in [2], provides adaptive
mobile networking environment. It defines a servicedel where
part of the functionality is at the mobile devicedaparts are in
the network (routers/switches). It has a strongi$oon quality of
service (QoS) aspects and supplies handover funadiip. In

contrast, our approach assumes the availability ewisting

mobility management mechanisms and standards éinaport
handovers). Mobiware defines a utility function tthadicates
how well an application can stand changes in badittiwiand an
application adaptation policy. Our mechanism “dyfprovides

the appropriate information about the mobility mee and
network resources to the applications, such they tten apply
their mobility strategy in a model of their choaginAs an
enhancement to Mobiware, the programmable
architecture in [10] supports multiple styles ofdaff control,

and suggests, as we do, to use a system-level rietiebection
mechanism for multiple mobility management protscolhe
architecture has an elegant modular structuredadbff adapters,
but does not focus on providing information towartse

applications about the mobility process.

The framework described in [3] supports the develept of
network-aware applications. It provides the appitca with a
feedback loop that informs about changes in thewordt
resources and that helps mapping from network icentrality
measures to application centric quality measurdé® Jtates of
below-application layer mobility protocols are npart of the
network resources. Additionally, network commurnimatgoes
through the feedback loop layer (adaptation laye®ur
mechanism allows an application to use the regafsarating
system facilities for network communications.

Although the Congestion Manager presented in [Hsdoot deal
with mobility management issues, it provides a raaédm (API)
that allows applications to be aware of changingwoek
conditions. The API replaces the Sockets API, waereur
interface towards the applications stands side idg with the
Sockets API. The work in [21] uses ICMP messageprtwide
information about the link conditions and networkvieonment to
the layers above the network layer. However, itsdoet define
messages describing the mobility process.

The mechanism proposed in [24] is an example oficgin
aware mobility management. It adapts the routirfgel®r of the
mobile host depending on the kind of connectiotiated by the
application. This allows the operating system tcidie whether
Mobile IP will handle a connection or not. In cast, we let the
application make this decision: by binding a soctetthe IP
address of an interface, the application can infteethe selection
of the applied mobility management protocol. Aduiglly, our
mechanism not only incorporates the usage of mypbili
management protocols at the network layer, but asahe
transport and application layer.

8. CONCLUSIONSAND FUTURE WORK

We have introduced a mechanism for host mobilithaggment
in an environment of heterogeneous networks thapemtes and

handoff

interacts with existing mobility management protscat different
layers. This mechanism provides means to make fihkcations
running on the mobile host aware of the stateseamhts of the
mobility process and aware of the state and cheniatits of the
available network resources. We have proposed aficapon

classification to better understand the way apptoa react to
information about the mobility process and the mekwesources.
Furthermore, we have implemented a prototype ofs thi
mechanism in the form of the mobility manager, simowthe
complexities of an integrated application-aware iitgb
management system. We provided an initial validatad the
mechanism by using the prototype with a streamidgo player
implemented as both a type Il and a type Il agian.

Our future work will focus on the level of abstiact offered by
the mobility manager interface towards the appibres

9. AVAILABILITY
The implementation of the mobility manager is aafalié at [13]
in the form of source code.
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